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Åzpr§va vytvoŚen§ IT syst®mem pro z§znam vġeho, co se dŊje. 

LOG 

ÅuspoŚ§d§n² log zpr§vy v podobŊ pol², oddŊlovaļŢ a znaļek. 

Form§t logu 

Åpole a hodnoty, kter® jsou pŚ²tomn® v z§znamech. 

Syntaxe logu  

Åkategorizuje z§znamy a kodifikuje v z§znamech obsaģenĨ vĨznam. 

Taxonomie logu  

Åmetoda, jak pŚen®st z§znam z jednoho syst®mu na jinĨ syst®m. 

PŚenos logu 



ÅSecurity  Information  and Event  Management  

ÅSecurity Information  Enterprise  Management  
ÅSbŊr a jednotn® ukl§d§n² origin§ln²ch dat (logŢ) Log management 

ÅParserov§n² + Taxonomizace 

ÅVyhled§v§n² eventŢ a jejich vizualizace 
Event management 

ÅTvorba reportŢ v re§ln®m ļase nebo dle ļasov®ho 
rozvrhu Reporting 

ÅDefinovan® pŚehledy o aktu§ln²m stavu bezpeļnosti Dashboards 

ÅKorelace 

ÅNotifikace 

ÅPokroļilĨ alerting 

Packaged Correlations 
and Alerts 

Stavebn² bloky SIEM 



P
e
ri

m
e
tr

 

Bezpeļnostn² 

aplikace/Datab§ze 

Bezpeļnostn² 

Informace 

 
Bezpeļnostn² 

infrastruktura 

 

YƭƝőƻǾȇ ǇǊƻŘǳƪǘ ƛƴŦƻǊƳŀőƴƝƘƻ 
ǎȅǎǘŞƳǳΦ 

¢ǾƻǌƝ ōŜȊǇŜőƴƻǎǘƴƝ ƛƴŦǊŀǎǘǊǳƪǘǳǊŀ 
Ȋŀ ǵőŜƭŜƳ ƻŎƘǊŀƴȅ ƛƴŦƻǊƳŀŎƝ ŀ 
ōŜȊǇŜőƴƻǎǘƛ ŀǇƭƛƪŀŎƝ ŀ ǇǊƻǾƻȊƴƝ 
infrastruktury. 

text 

text 

Perimetr 

Aplikace 

Datab§ze 

Infrastruktura 

Informace 

Ochrana dat  

ÅZ§lohov§n² dat 

Åantivirov§ a antispamov§ ochrana 

Ochrana perimetru  

Åfirewally, proxy servery 

ÅSSL/VPN krypto-koncentr§tory 

ÅNetwork Access Control (NAC) 

Autentizaļn² a autorizaļn² syst®my 

ÅRadius servery  

ÅIdentity management  

ÅLDAP 

Dohledov® syst®my  

ÅLog management 

ÅSIEM 

ř²zen² ICT rizik 

ÅNetwork a Host IDS 

ÅVulnerability skenery 

ÅPatch management 



Hardware 

Server 

Virtualizace 

Operaļn² syst®m 

Windows 

Datab§ze 

Aplikace 

Unix 

Datab§ze 

Aplikace 

Stanice 

Virtualizace 

Operaļn² syst®m 

Windows 

Aplikace 

Unix 

Aplikace 

Network 

Wire 

Data Voice 

Wireless 

Data Voice 

Storage 

Disky 

HDD disky SSD disky 

Knihovny 

Z§lohov§n² Archivace 



ÅKaģd§ ud§lost je identifikov§na pouze ļasem, IP 
adresou , user name . 

Probl®m 1 ï Virtu§ln² 
svŊt 

ÅKaģd§ doplŔuj²c² informace k t®to IP adrese  ļi user 
name  mus² poch§zet z dŢvŊryhodn®ho zdroje. Ļas 
mus² bĨt synchronizov§n z dŢvŊryhodn®ho zdroje. 

Probl®m 2 - 
DŢvŊryhodnost 

ÅNeexistuje  dŢvŊryhodn® propojen² mezi virtu§ln²m a 
re§lnĨm svŊtem, ve kter®m je provozov§n informaļn² 
syst®m. 

Probl®m 3 ï Vztah 
mezi re§lnĨm a 
virtu§ln²m svŊtem 

ÅPŚipojen§ zaŚ²zen² mohou m²t v²ce s²ŠovĨch rozhran².  

Probl®m 4 ï x-lokace 
(x={mono, bi, tri , 

quad} ) 

Ot§zkou je: 

Jak rychle a spr§vnŊ identifikovat probl®m v informaļn²m syst®mu s jeho 

korektn²m pŚiŚazen²m k pŚ²sluġn®mu spr§vci pro efektivn² Śeġen²? 



Z§kladn² aspekty probl®mŢ 

V ļem incidenty 
hled§m? 

Stream  File  Database  

Ļ²m incidenty 
hled§m? 

RuļnŊ StrojovŊ 

Co chci s 
incidenty d§le 
podniknout? 

BĨt 
informov§n 

BĨt 
represivn² 



Log management 

SbŊr a archivace logŢ 

Standardn² metody 

syslog 
Protocol  
(UNIX/Linux, 

network devices)  

Eventlog  
(Windows)  

Journals  
(midrange, 
mainframe)  

Nestandardn² metody 

Logov§n² do 
souborŢ 

(Apache) 

Logov§n² do 

SQL 
datab§z² 

Monitoring 

Detekce 
anom§li² 

Forenzn² 
ġetŚen² 

Reporting 

Z§konn® a bezpeļnostn² potŚeby! 

Z§konn®, 

bezpeļnostn² a 

provozn² potŚeby! 

Def.: Zaznamen§v§n² (protokolov§n²) ud§lost² (logŢ) s aplikac² a operaļn²ch syst®mŢ. 

Proces ï vstupy, vĨstupy, workflow, zdroje 
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Syslog-NG 



ÅUk§zka ļ.1  Balabit Syslog-NG 



ƴ ĐspŊch jako open-source 

Ǐ Semi-standard, popul§rn² a respektov§n 

Ǐ Nejstarġ² BalaBit projekt ï vyv²jen od roku 1996 

Ǐ DostupnĨ v mnoha distribuc²ch LINUXu a UNIXu 

Ǐ Mnoho doporuļen² a referenc² (e.g., Cisco, Network 

Computing)  

ƴ VĨznamn§ ļ§st uģivatelŢ je korpor§tn² sf®ra: 

Ǐ @nasa.gov 

Ǐ @lanl.gov (Los Alamos National Laboratory)  

Ǐ @hq5.army.mil 

Ǐ CZ: PPF Banka, Ļesk§ pojiġtovna, Ġkoda-auto, KB, ĻEZ, ... 



¶ Klasifikace je zaloģena na vĨznamu zpr§vy, vyuģit² a datab§ze 
vzorŢ Pattern-DB. Artifical  filtering . 

¶ Klasifikace prob²h§ v re§ln®m ļase. 

¶ Datab§zi vzorŢ je snadn® porozumŊt a udrģovat ji. 

¶ Zpr§vy je snadn® rozġiŚovat a ġt²tkovat. 

¶ VĨsledky detekovanĨch vzorŢ mohou bĨt pouģity jako filtry. 

 



ƴ Dostupn® od roku 2007 ï komerļn² verze se speci§ln²mi funkcemi 

Ǐ TLS-ġifrovan§ komunikace 

Ǐ PŚ²mĨ z§pis do SQL datab§z² 

Ǐ Buffer/Cache pŚi nedostupnosti c²le 

Ǐ Instalaļn² bal²ļky pro 21 operaļn²ch syst®mŢ/distribuc² 

Ǐ Ġifrovan®, digit§lnŊ podepsan® datov® ¼loģiġtŊ 

ƴ Windows agent  s integrac² do MS Active Directory (nav²c sbŊr 
textovĨch a multiline logŢ). 

ƴ ĂIBM System iò agent pouģ²vanĨ ve speci§ln²ch bankovn²ch 
prostŚed²ch. 
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src ip address 

dst ip address 

gen ip address 

user name 

host name 

app name 

action 

date - time 



Årestrukturalizace 
logu 

ÅzaŚazen² 

Preprocesing 

Åparsing 

Ånormalization 

Åtaxonomy 

Åcorrelation 

Procesing  
Åreport 

Åvisualisation 

Postprocesing  

Ud§losti 

ProstŚed² 

Klient 

Interface 



Token = z§kladn²/nemŊnnĨ element zpr§vy. 

Tokenem mŢģe bĨt kl²ļov® slovo/slova ,oper§tor , nebo 

interpunkļn² znam®nko.  

Tokenizace = operace rozdŊlov§n² ŚetŊzce znakŢ do souboru 

elementŢ pŚi lexik§ln² analĨze.  

Parsing (syntaktick§ analĨza) = je proces analĨzy textu, tvoŚen® 

posloupnost² tokenŢ (napŚ. slova/oper§torŢ/interpunkļn²ch 

znam®nek), urļen²m jeho gramatick® struktury s ohledem na danou 

(v²ce ļi m®nŊ ) form§ln² gramatiku.  



C²l 

Zjistit kdy, kdo, co, odkud 

Aug  1 16:48:56 monitor.axenta.info sshd[22057]: input_userauth_request: invalid user oracle 

Aug  1 16:48:56 monitor.axenta.info sshd[22056]: Invalid user oracle from 31.210.72.69 

Aug  1 16:48:57 monitor.axenta.info sshd[22058]: Invalid user test from 31.210.72.69 

Aug  1 16:49:05 monitor.axenta.info sshd[22201]: Received disconnect from 31.210.72.69: 11: Bye Bye  

Nov 24 08:46:11 monitor.axenta.info sshd[9570]: Accepted password for root from 192.168.7.54 port 1628 ssh2 

Nov 24 08:46:11 monitor.axenta.info sshd[9570]: pam_unix(sshd:session): session opened for user root by (uid=0) 



Jul 13 2011 16 :12 :02 : %ASA -4-405001 : Received ARP request collision from 10.242.12.1 /0015.1746.6fe8 on interface TRIS_dmz 

Jul 13 2011 16 :12 :14 : %ASA -3-106014 : Deny inbound icmp src LAN_CEPS:10.20.4.30  dst LAN_CEPS:172.20.10.22  (type 8, code 0) 

Jul 13 2011 16 :12 :19 : %ASA -3-106014 : Deny inbound icmp src LAN_CEPS:10.20.4.30  dst LAN_CEPS:172.20.10.22  (type 8, code 0) 

Jul 13 2011 16 :12 :25 : %ASA -3-106014 : Deny inbound icmp src LAN_CEPS:10.20.4.30  dst LAN_CEPS:172.20.10.22  (type 8, code 0) 

Jul 13 2011 16 :12 :25 : %ASA -4-313005 : No matching connection for ICMP error message: icmp src LAN_CEPS:10.100.128.5  dst Indian: 10.242.7.44  
(type 3, code 1) on LAN_CEPS interface.  Original IP payload: icmp src 10.242.7.44 dst 10.243.8.57 (type 8, code 0). 

Jul 13 2011 16 :12 :30 : %ASA -3-106014 : Deny inbound icmp src LAN_CEPS:10.20.4.30  dst LAN_CEPS:172.20.10.22  (type 8, code 0) 

Jul 13 2011 16 :12 :48 : %ASA -4-405001 : Received ARP request collision from 10.242.12.1 /0015.1746.6fe8 on interface TRIS_dmz 
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C²l 

Zjistit kdy, kdo, co, odkud 



May 18 08:24:01 srv103 pre1_audit_20100518: 2AU320100518082401002350000010Davl12160 HUDEC50     FPL9                SAPLSMTR_NAVIGATION                     0012FPL9                                                            
vl12160             May 18 08:24:13 srv103 pre1_audit_20100518: 2AU320100518082412002250900001D1vl10109 OKROUH01    MMBE                RM07RESL                                0012MMBE                                                            
vl10109             May 18 08:24:14 srv103 pre1_audit_20100518: 2AU320100518082413000910700006D6vl12189 SKAB50      FPL9                                                        0012 FPL9                                                            
vl12189             May 18 08:24:15 srv103 pre1_audit_20100518: 2AUY20100518082414002827700013Ddvl10635 KRABC50     SA38                ZFHSPB_KOEB_NB                          
0011118&ASC&c:\ temp\DIS_vypiskb.txt                                 vl 10635             2 AUY20100518082414002827700013Ddvl10635 KRABC50     SA38                ZFHSPB_KOEB_NB                          
00111516&ASC&c:\ temp\DIS_obratkb.txt                                vl 10635             May 18 08:24:20 srv103 pre1_audit_20100518: 2AU320100518082419002585500000D0nov165  KOSAR00     
IW32                ZISUWM_RIAUFK20_00001                   0011 IW32                                                            nov165              May 18 08:24:21 srv103 pre1_audit_20100518: 
2AU320100518082420001459800005D5vl12180 SLADK50     FPE3                SAPMFKL9                                0012 FPE3                                                            vl12180             May 18 
08:24:22 srv103 pre1_audit_20100518: 2AU320100518082421002368000016D1nov152  JARKOV00    CAT2                                                        0011 CAT2                                                            
nov152              2 AU120100518082421002585500000D0172.17.4FISCHE51                        SAPMHTTP                                0011H&0                                                             
172.17.48.84        2 AU320100518082421002585500000D0172.17.4FISCHE51    ZPRE_WFOVR_2        SAPMSYST                                0011ZPRE_WFOVR_2                                                    
172.17.48.84        May 18 08:24:24 srv103 pre1_audit_20100518: 2AU120100518082423002811900034B2        BANKO00                         RSBTCRTE                                0011B&0                                                                                 
May 18 08:24:25 srv103 pre1_audit_20100518: 2AU120100518082424002811900034B2        BANKO00                         RSBTCRTE                                0011B&0                                                                                 
May 18 08:24:26 srv103 pre1_audit_20100518: 2AU320100518082425001459800005D5svo172  LUKES05     CJ20N               SAPLSMTR_NAVIGATION                     0011CJ20N                                                           
svo172              May 18 08:24:32 srv103 pre1_audit_20100518: 2AU320100518082431001990100008D8vl12180 SLADK50     FPE3                SAPMFKL9                                0012 FPE3                                                            
vl12180             2 AU320100518082431002250900001D1vl12189 SKAB50      FPE3                SAPMFKL9                                0012 FPE3                                                            vl12189             
May 18 08:24:36 srv103 pre1_audit_20100518: 2AU120100518082436002811900034B2        DOLEJS51                        RSBTCRTE                                0011B&0                                                                                 
May 18 08:24:39 srv103 pre1_audit_20100518: 2AU320100518082438002585500000D0svo191  KAMZIK50    IL03                                                        0011 IL03                                                            
svo191              May 18 08:24:40 srv103 pre1_audit_20100518: 2AU320100518082440001990000007D7vl12189 SKAB50      FPL9                SAPLSMTR_NAVIGATION                     
0012FPL9                                                            vl12189             May 18 08:24:42 srv103 pre1_audit_20100518: 2AU320100518082441001459800005D5svo111  HAVLIC50    CV03N               
SAPMF05L                                0012CV03N                                                           svo 111              May 18 08:24:44 srv103 pre1_audit_20100518: 
2AU320100518082443002250900001D1vl10635 KRABC50     FB03                SAPMF05L                                0013FB03                                                            vl10635             May 18 
08:24:46 srv103 pre1_audit_20100518: 2AU320100518082445002250900001D1adr065  KRAVCI50    FPL9                SAPLSMTR_NAVIGATION                     0012FPL9                                                            
adr065              2 AU320100518082445002250900001D1vl12198 KOBRL50     ZISU_ODPOJENI01                                             0013 ZISU_ODPOJENI01                                                 
vl12198             2 AU320100518082446002250900001D1adr080  HAJK50      FPL9                SAPLSMTR_NAVIGATION                     0012FPL9                                                            
adr080              May 18 08:24:51 srv103 pre1_audit_20100518: 2AU320100518082451002585500000D0vl12189 SKAB50      FP07                                                        0012 FP07                                                            
vl12189             May 18 08:24:53 srv103 pre1_audit_20100518: 2AU320100518082453001990000007D7vl12192 VOCHOM50    FPL9                CFCSTART                                0013FPL9                                                            
vl12192             May 18 08:24:57 srv103 pre1_audit_20100518: 2AU320100518082457001990000007D7vl12338 VYHNAL50    FPL9                SAPLSMTR_NAVIGATION                     
0011FPL9                                                            vl12338  

srv103;pre1_audit_20100518:;2AU1;2010.05.18;08:24:23;002811900034B2;       ;BANKO00    ;                   ;RSBTCRTE                                ;0011B&0                                                                                  

srv103;pre1_audit_20100518:;2AU1;2010.05.18;08:24:24;002811900034B2;       ;BANKO00    ;                   ;RSBTCRTE                                ;0011B&0                                                                                  

srv103;pre1_audit_20100518:;2AU1;2010.05.18;08:24:36;002811900034B2;       ;DOLEJS51   ;                   ;RSBTCRTE                                ;0011B&0  

Original log 

Preprocess log 



ÅUk§zka ļ.2 ï Perl RIP 
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Device  Normalizace  Taxonomizace  Korelace  

Incident  

Ud§lost 1 

os.conf 

ids.conf 

Windows 

Symantec HIDS 

Operaļn² Syst®m 

Host IDS 

Ud§lost 2 

ids.detect.anomally 
enterasys-dragon Network IDS 



SIEM 
Event 

management 
Log 

management 

Syslog-NG 

Syslog 
Store Box 

Trustwave 
ISM SIEM 

OSSEC 

Cacti-
CAMM 

OSSIM 

Parsing 

Parsing 

Normalization 

Taxonomy 

Correlation 

Parsing 

Normalization 

Taxonomy 
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GNU Licence 

S
y
s
lo

g
-N

G
 

N
a

g
io

s
/

C
a

c
ti

 

O
S

S
IM

 

O
S

S
E

C
 



ÅUk§zka ļ.3 ï Balabit Syslog Storage Box 



ƴ Kompletn² Ś²zen² ģivotn²ho cyklu pro logov§n² 

ƴ DŢvŊryhodn§ platforma  pro  sbŊr logŢ 

ƴ Appliance s jednoduchĨm ovl§dan²m 

ƴ Konfigurace funkcionalit pŚes webov® rozhran² 

ƴ Zaloģeno na hardware Sun X2000 and X4000 

 



ƴ Vynikaj²c² vĨkon 

Ǐ 100.000 origin§ln²ch zpr§v za sekundu (raw per second) 

Ǐ 24+ GB dat za hodinu 

ƴ Ġifrovan§ komunikace 

ƴ DiskovĨ buffer na klientsk® stranŊ zabr§n² ztr§tŊ logŢ 

ƴ Podpora nejnovŊjġ²ho syslog protokolu (IETF version) 



Metrics  

Incidents  

Alerts  

Events  

ÅGraph  

ÅTable  

ÅPDF file  

Report  

ÅEscalation  

ÅVisualization  
Workflow  

ÅScan correlation  

ÅRate  correlation  

ÅDeviation  corr . 

Korelace  

ÅParsing  

ÅTaxonomy  
Normalizace  

Datov® zdroje 



ÅUk§zka ļ.4 ï Trustwave SIEM 







ƴ Informace jsou potŚebn® pro provoz a ¼drģbu 

Ǐ Poskytuj² glob§ln² pohled na celĨ syst®m, detekovan® 

anom§lie, atd. 

ƴ Legislativa / Compliance 

Ǐ SOX, PCI-DSS, Basel II, etc. 

ƴ Intern² pŚedpisy a procesy organizace 

ƴ Rostouc² popularita Outsourcingu 

Ǐ Minimum informac² pro kontrolu dodavatele 

ƴ Pr§vn² poģadavky na schopnost zpŊtn® reprodukce ud§lost² 

Ǐ Evidence k forenzn²mu vyġetŚov§n² 

ƴ Monitoring nejenom aplikac², ale cel® infrastrutury !!!  



ƴ Hlavn² dŢraz je kladen na zpracov§n² zpr§vy syslog protokolu:  

ƴ Alertov§n², korelace ud§lost² 

Ǐ Reporty a statistiky 

ƴ SbŊr zpr§v nen² c²lem, c²lem je zpracov§n² zpr§v na probl®my 
a incidenty!!!!  

ƴ Existuje nŊkolik velkĨch a mnoho menġ²ch hr§ļŢ. 

Ǐ ArcSight, LogLogic, Qradar, Mars, enVision, Splunk, ... 

Ǐ T®mŊŚ vġichni z nich tvrd², ģe dodrģuj² "kompatibilitu se syslog-ng"  

ƴ Logservery jsou obyļejnŊ postaveny in-house. 



Incident management 

Incident response process 
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Atributy 

  

SIEM 

  

CMDB 



SIEM 

Criticality 
 
CMDB ï Conf. item 

DNS name 

IP adres plan 

Regulatory compliance 
 
Metrics 

SLA 

Policy 

LAW 

Events 
 
LOG 
File  
SNMP Traps  

Vulnerabilities 
 
Scan ï Nessus , Qualys  
Info  -  Secunia  
 

Users 
 
LDAP 
Roles  
 

Reporting 


