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» Infrastruktura a jeji slozitost vzrusta
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Zakladni bezpecnostni problémy

Probll®&mWi r t
svDiDt

Pr obl2®m

rt usgl

Pr ob |48 m-lokace |

(x={mono, bi, tri,
quad})

www.axenta.cz

AKajd8 ud8lost je [dsal@di fik
adresou , user name .

AKagdg dopl Ruj 2 c tPadrasd 6 usera c e
name mus? poch8zet z d'[lymsyho

APSi pojeng8 zaS2zen2 mohou }

//

Bezpeénost rnformacr Jje pro nas na prvnim misté



» Hledam incident?
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AUk 8§ z K aBaldbit SyslogNG
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Historie Syslog-NG
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On-line klasifikace zprav v Syslog-NG
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Syslog-NG Premium Edition
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»» Spravné otazky, jak zjistit, co se déje.
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» Princip zpracovani udalosti, logu
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Parsing ~ tokenizace
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»» Autentizace, Autorizace

Cz2 |
Zjistit kdy, kdo, co, odkud

Aug 1 16:48:56 monitor.axenta.info sshd[22057]: input_userauth request: invalid user oracle

Aug 1 16:48:56 monitor.axenta.info sshd[22056]: Invalid user oracle from 31.210.72.69

Aug 1 16:48:57 monitor.axenta.info sshd[22058]: Invalid user test from 31.210.72.69

Aug 1 16:49:05 monitor.axenta.info sshd[22201]: Received disconnect from 31.210.72.69: 11: Bye Bye

Nov 24 08:46:11 monitor.axenta.info sshd[9570]: Accepted password for root from 192.168.7.54 port 1628 ssh2
Nov 24 08:46:11 monitor.axenta.info sshd[9570]: pam_unix(sshd:session): session opened for user root by (uid=0)
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»» Perimetr

Cz2 |

Zjistit kdy, kdo, co, odkud

Jul 13201116
Jul 13201116
Jul 13201116
Jul 13201116
Jul 13201116

:12:02:
:12:14:
:12:19:
:12:25:
:12:25:

(type 3, code 1) on LAN

Jul 13201116 :12:30:
Jul 13201116 :12:48:
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%ASA : ReceivedARPrequest collision from 10.242.12.1 /0015.1746.6fe8 on interface TRIS_dmz

%ASA : Deny inbound icmp src LAN_CEPSL0.20.4.30 dst LAN_CEPSL72.20.10.22 (type 8, code 0)

%ASA : Deny inbound icmp src LAN_CEPSL0.20.4.30 dst LAN_CEPSL72.20.10.22 (type 8, code 0)

%ASA : Deny inbound icmp src LAN_CEPSL0.20.4.30 dst LAN_CEPSL72.20.10.22 (type 8, code 0)

%ASA : No matching connection for ICMPerror message icmp src LAN_CEPSL0.100.128.5 dst Indian: 10.242.7.44

_CEPS interface. Original IP payload: icmp src 10.242.7.44 dst 10.243.8.57 (type 8, code 0).
%ASA : Deny inbound icmp src LAN_CEPS:0.20.4.30 dst LAN_CEPSL72.20.10.22 (type 8, code 0)
%ASA : ReceivedARPrequest collision from 10.242.12.1 /0015.1746.6fe8 on interface TRIS _dmz
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Aplikace - Log ze SAP R3

~Original log

2AU32010051808240100235000001Mavi12160 HUDEGO  FPL9 SAPLSMTR_NAVIGATION 0012FPL9
vi12160 May 18 08:24:13 srv103 prel_audit_20100518: 2AU320100518082412002250900001D1vI10109 OKROUW1 MMBE RMO7RESL 0012MMBE
vi10109 May 18 08:24:14 srv103 prel_audit_20100518: 2AU32010051808241300091070000D6vI12189 SKABO FPL9 0012 FPL9
vi12189 May 18 08:24:15 srv103 prel_audit_20100518: 2AUY20100518082414002827700013DdvI10635 KRABGO  SA38 ZFHSPB_KOEB_NB
0011118&ASC&c\temp\DIS_vypiskb.txt vl 10635 2 AUY20100518082414002827700013dvI10635 KRABGO  SA38 ZFHSPB_KOEB_NB
00111516&ASC&c\temp\DIS_obratkb.txt vl 10635 May 18 08:24:20 srv103 prel_audit_20100518: 2AU32010051808241900258550000@0nov165 KOSARO
IW32 ZISUWM_RIAUFR0_00001 0011 W32 nov165 May 18 08:24:21 srv103 prel_audit_20100518:
2AU3201005180824200014598000095vI12180 SLADKO  FPB SAPMFKQ 0012 FPE vI12180 May 18
08:24:22 srv103 prel_audit_20100518: 2AU3201005180824210023680000181nov152 JARKOWO CAT2 0011 CAT2
nov152 2 AU120100518082421002585500000172.17.4FISCHEB1 SAPMHTTP 0011H&0
172.17.48.84 2 AU32010051808242100258550000@0172.17.4FISCHEB1 ~ ZPRE_WFOVR2 SAPMSYST 0011ZPRE_WFOVR2
172.17.48.84 May 18 08:24:24 srv103 prel_audit 20100518:(2AU12010051808242300281190003432 BANK@®O ] RSBTCRTE 0011B&0
May 18 08:24:25 srv103 prel_audit_20100518: RAU1201005180824240028119000342 BANK@O J RSBTCRTE 0011B&0
May 18 08:24:26 srv103 prel_audit_20100518: 2AU320100518082425001459800005sv0172 LUKE®S5 CXR2ON SAPLSMTR_NAVIGATION 0011CX20N
svol72 May 18 08:24:32 srv103 prel_audit_20100518: 2AU3201005180824310019901000OEDSVI12180 SLADKO FPB SAPMFK& 0012 FPE
vl12180 2 AU320100518082431002250900001D 0012 FPE v|12189
May 18 08:24:36 srv103 prel_audit_20100518: 2AU12010051808243600281190003482 RSBTCRTE 0011B&0
May 18 08:24:39 srv103 prel_audit_20100518: 2ZAUS2010051808243800258550000(0 ‘ K50 1LO3 0011 ILO3
svol91 May 18 08:24:40 srv103 prel_audlt_20100518. 2AU32010051808244000199000000D7vI12189 SKAE0 FPLO SAPLSMTR_NAVIGATION
0012FPL9 v|12189 May 18 08:24:42 srv103 prel_audit_20100518: 2AU3201005180824410014598000095sv0111 HAVLIGO CWO3N
SAPMB5L 0012C\WO3N Svo 111 May 18 08:24:44 srv103 prel_audit_20100518:
2AU320100518082443002250900001D1vI10635 KRABGO  FBO3 SAPMB5L 0013FB03 vI10635 May 18
08:24:46 srv103 prel_audit_20100518: 2AU320100518082445002250900001D1adr065 KRAVCHE0 FPL9 SAPLSMTR_NAVIGATION 0012FPIL9
adr065 2 AU320100518082445002250900001D1vI12198 KOBRI50O  ZISU_ODPOJENI1 0013 ZISU_ODPOJENI1
v|12198 2 AU320100518082446002250900001D1adr080 HAJKS0 FPLO SAPLSMTR_NAVIGATION 0012FPL9
adr080 May 18 08:24:51 srv103 prel_audit_20100518: 2AU32010051808245100258550000@0vI12189 SKAEO0 FRO7 0012 FRO7
vl12189 May 18 08:24:53 srv103 prel_audit_20100518: 2AU32010051808245300199000000D7vI12192 VOCHONSO FPI9 CFCSTART 0013FPL9
vl12192 May 18 08:24:57 srv103 prel_audit_20100518: 2AU32010051808245700199000000D7vI12338 VYHNALLO FPL9 SAPLSMTR_NAVIGATION
0011FPL9 v|12338
Preprocess log

srv103;pifel_audit 20100518:;2AU1;2D10.05.18;08:24:23;002811900034B2; [ BANKOOO ; ‘RSBTCRTE :0011B&0
srv103;prel_audit 20100518:;2AU1;2P10.05.18;08:24:24;002811900034B2; '[BANKOOO ; :RSBTCRTE :0011B&0
srv103;prel_audit 20100518:;2AU1;2P10.05.18;08:24:36;002811900034B2; 'DOLEJS51 ; ;RSBTCRTE :0011B&0
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»» Normalizace - Taxonomizace
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»» Nastroje — Vyvoj schopnosti
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»» Nastroje — Licencni struktura
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» syslog-ng Store Box (SSB)

vy Komp | ®2 atinv o tcykla praol o go v 8 n 2

y DTvDryhplaforda pro sb Nrog T

y Appliances j ednoduchi m ovlI §dan2m
y Konfigurace funkcionalitp Seve bov® r oz hr an?
y Zal o gqahardware Sun X2000 and X4000

Log archiving: Log analysis:
moving older log messages forwarding messages to
to external storage external log analyzing engines

: : Log Collection Log monitoring: Log storage: Reporting:
s.:;°gs Csolléenctl:n g:'et:‘e ‘;:leEr:st' on content-based filtering signed, encrypted, reports and statistics
using sy 9-ng - ! \ and real-time alerting timestamped log files about the log traffic

OAXENTA

www.axenta.cz Bezpecnost informaci je pro nas na prvnim misté




»» SSB: Sbér logl
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Informacni tok v SIEM
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» Vizualizace log zaznamu ze IDS SNORT
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Vizualizace log zaznamu z firewallu
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Stavajici reSeni logovani
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» Jak najit kontext v chaosu?
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» SIEM a logika uziti
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