Android je taky Linux

jak vyuzit linuxovy potencidl v androidich zarizenich

+Adam Strauch
@byCx
cX@initd.cz
Root.cz, Rosti.cz



http://root.cz
http://rosti.cz

Materialy, prezentace, co se sem neveslo



http://android.initd.cz/

PROC (ne)

e /e zarizeni chceme dostat maximum

e Citime se na cestach sami

e Potrebujeme mobilni server

e Zrovna se nudime

e Telefon vydrzi moc dlouho a je v nem moc mista
e \ telefonu je malo mista

e Lepsi bezpecnost

e Oficialne prijdeme o zaruku

e Horsi bezpecnost



Androidi paméet
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Jak Android bootuje

SPL(hboot fastboot)

NEjaky root

DaIwk/aphkai‘iadia vaelcalBEL B&Zne linuxové prostredi



Android SDK

e Sada nastroju

e Image androidu, emulator

e adb

e ddms

e dokumentace

e sqglite, zipalign a dalsi
zbytecCnosti

e rozdeleni podle verzi API

® ¢
Linux Installer
Anglictina do mobilu

ucte se anglicky na cestach. Vyzkou3ej zdarma @
demo!

;\ - Linux Installer -
> http://android.galoula.com/
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Install Debian Stable into LOOP:
/mnt/sdcard/Linux.loop

Mount point:
/data/local/mnt/Linux

Create target loop

Use this application carefully ! Bad
configuration WILL damage your
phone !!! Read the tutorial before use.

After successful installation of
distribution and scripts, open "adb shell"
or any local terminal like ConnectBot, and
type "linuxchroot" (or the name you
configured in Setup).



Co to znamena "rootovat" telefon

e Ziskani opravneni superuzivatele
e Zamky NAND pameti

e Diry v jadrech

e Pristup k celemu telefonu

e Potencialni bezpecnostni diru do telefonu
e SuperUser.apk




Jak k radce

e Emulatory terminalu
o Better Terminal Emulator Pro

o Connect Bot - 8.10.2011
m bez dialu ani ranu
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busyox installer

Select Busybox Version

i
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BusyBox

e Mala velikost [BusyBox v119 AV,
e Unixove Utlllty Select Install Location
e Cp, In, mv, grep, killall, mount (/systern/xoin/ v
e Moznosti jsou Sirokée

e BusyBox Installer Your device is rooted

Busybox Location: /system/xbin/
Busybox Version: v119.0.gitadn
System Storage: 320 MB free
Phone Model Nexus S

ROM Version: GRK39F

Symlink applets

4 Instal >

Anglictina do mobilu .
ucte se anglicky na cestach. Vyzkousej zdarma ” |
demo! )




Dulezite adresare

e /data - datova oblast (rw)
e /data/data - data aplikaci
e /data/local - sem obcCas lezou ruzné skripty
e /system - systémova oblast (ro)

e /system/xbin - tady je BusyBox

e /nand - vnitrni pameét pokud zarizeni ma

e /cache - dalvik cache



A kdyz je root a BusyBox

.. Jsou moznosti omezene jen hardwarem
Pryc jsou doby obchazeni marketu

e \/NC server, SSH server

e Upravena jadra

e Taktovani

e Firewall

e Crackovani WiFi siti
e Swap




A25D

e Presun aplikaci na kartu (vSech)
e Nekdy je karta rychlejsi nez vnitrni pamet
e Ruzné implementace
e Darktremor Installation Tl - E
o Presune aplikace na extX . 1 'I'
oddil na karté - HT- T

|| ‘l
o Pri bootu v init skriptu _h 'H_:: '1 i . .-'I
I- 1 I
[ 2 1“

primountuje oddil
.‘I:#. L ‘

na /data
o Moznost presunu i cache
e Nektere ROMKy detekuji
partisnu sami
e Nektere nejsou kompatibilni




Recovery

ClockworkMod Recovery v5.0.1.0

e \/as zachrani pred prus.... Jae vol keus to Mahlight and hone o select.
e ClockworkMod Recovery
e Amon RA recovery
e Wipe, flash, partitioning
e Backup, BACKUP, recovery
e Instalace z ROM Manageru
e Zip soubory
o normalni zip s danym obsahem
o obrazy jednotlivych oblasti
o instalacni skripty
o podpisy

ClockworkMod Recovery v5.0.1.0



Linux Installer

e Umi nainstalovat Debian/Ubuntu do chrootu
e Udéla vSechnu tézkou praci
e Da se hezky prizpusobit

e Pozor na zavislosti
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Linux Installer

Anglictina do mobilu —_—
ucte se anglicky na cestach. Vyzkou3ej zdarma ”
demo! —_—

/’\ - Linux Installer -

>> http://android.galoula.com/

Install Debian Stable into LOOP:
/mnt/sdcard/Linux.loop

Mount point:
/data/local/mnt/Linux

Create target loop

Use this application carefully ! Bad
configuration WILL damage your
phone !!! Read the tutorial before use.

After successful installation of
distribution and scripts, open "adb shell"
or any local terminal like ConnectBot, and
type "linuxchroot" (or the name you
configured in Setup).



Poznamky

e mount -o bind /dev /data/local/mnt/Linux/dev
e mount -t proc none /data/local/mnt/Linux/proc
e mount -t sysfs none /data/local/mnt/Linux/sys
e hosts

e nejedou sockety



Firewall

e iptables
e DroidWall - Android Firewall
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Installation type

Install in a block device
Untick to chroot in a directory

Use loop file
Preferred method is to use a loop file

General dist conf

Server
Enter IP or name of repository

Preferred distribution
Choose which distribution to install

Distribution version
Select a version or taste.

Hostname
Choose your hostname

Domain name




Hostingovy ARM serv... telefon

e Blog, web
e Databaze
e PHP, Python, Ruby, ...

——




Dalsi uziteCne utilitky

e ping

® NMmap

e tcpdump

e iperf

e slowloris, kdyz je nalada

e X Server - pripojeni pres VNC




Kdyz skonCime

e Pametova politika androidiho systemu pracuje jen se svymi
procesy
e Ujistit se, ze nic nebezi



Otazky?




