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Utoky na DNS

e Boj na viacerych frontach

- Utoky na autoritativny NS
- Utoky na komunikaciu master/slave

- Utoky na komunikaciu auth/rec
- Cache poisoning

« NajCastejSie prave cache poisoning
- Vlozenie falosnych dat do cache resolvera

- Vsetci uzivatelia, ktori pouzivaju tento resolver, su v
nebezpecCi po dobu TTL faloSnych zaznamov

« DNSSEC riesi prave tento pripad 3



DNS dotaz

Root server

1. wiww.nic.cz?

Lokalni
DNS

ns.tld.cz

3. www.nic.cz?

4. a.ns.nic.cz, b.ns.nic.cz, ...

5. www.nic.cz?

7. Obsah

. 6. 217.31.201.43
stranky

a.ns.nic.cz

217.31.201.43

2, ns.tld.cz, ns-cz.ripe.net, ...



Ochrana DNS proti utokom

Port: 58513 (58513),
= Domain Name System (query)

[Response In: 11386
Transaction IDY, 0xbee7
b Flags: ex010e (Stanudard query) b User Datagram Protocol, Src Port: domain (53),

Questions: 1 = Domain Name System (response)

st Port: 58513 (58513)
Answer RRs: @ [Reguest Im: 11195]

Authority RRs: © [Time: ©.000635000-maaands ]
Additional RRs: © Transaction ID: 8xbee7
= 0 P Flags: ©x8180 (STewdamdsglery response, No error)
) Questions: 1
},pr A, class IN Answer RRs: 1
afie: Wuw.nic.cz Authority RRs: 3

Type: A (Host address) Additional RRs: 6
Class: IN (Ox8881) < Queries

< www.nic.cz: type A, class IN
MName: www.nic.cz
Type: A (Host address)
Class: IN (Gx0881)

= e
e A, class IN, addr 217.31.2085.58
~ Authorifaflve nameservers

P nic.cz: type NS, class IN, ns b.ns.nic.cz

pst Port: domain (53)

+ zhoda IP adl’eSy na ktoru bol P nic.cz: type N5, class IN, ns a.ns.nic.cz
paket 0d03|any az ktorej bola b nic.cz: type NS, class IN, ns d.ns.nic.cz
s , ~ Additional records
prijata odpoved b a.ns.nic.cz: type A, class IN, addr 217.31.205.180

.ns.nic.cz: type AAAA, class IN, addr 2001:1488:dada:176::188
.ns.nic.cz: type A, class IN, addr 217.31.285.188

.ns.nic.cz: type AAAA, class IN, addr 2001:1488:dada:184::188
.ns.nic.cz: type A, class IN, addr 193.29.2086.1

.ns.nic.cz: type AAAA, class IN, addr 2801:678:1::1

VO VYV
o o oo




Cache poisoning

Q:google.com ”

erver

A1234 nsl.googlecom
src port: 2220 Al.23.4
TXID: 15824 src port: 2222

TXID: 23221

A:l23.4
src port: 2221
1TXID: 37563

EVIL

Q:google.com
src port: 8573
TXID: 12963
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zdroj: Paul Wouters, Defending your DNS in a post-Kaminsky world, Black Hat Briefings



Cache poisoning — birthday attack

Q:google.com
src port: 14773
TXID 49265

Q google.com
src port: 8573
T)(ID 12963

Q:google.com
‘a Q google.com
Q:google.com src port: 2222

EVIL TXID: 4524

A1234" nsl.googlecom
src port: 2220 Al.23.4
TXID: 4524 rc port: 2222

TXID: 4524
Al23.4
src port: 2221
TXID: 4524

EVIL
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zdroj: Paul Wouters, Defending your DNS in a post-Kaminsky world, Black Hat Briefings



Birthday attack

e Birthday paradox

- V skupine 23 ludi je pst. kolizie (2 narodeniny v 1
den) > 50 %

P _ 1 - (1 - %)J".’Hig-’—l:_n

t = u narodenin 365, u TXID 2216
N = pocet prvkov v skupine

Pocet paketov | Pravdepodobnost kolizie
10 0.0006
100 0.073
200 0.262
300 0.496
500 0.851
700 0.976




Kaminského utok

 Dan Kaminsky v 2008 prezentoval elegantny
spOsob utoku

- NS bez random ports boli prakticky ,polozitelne” v
radoch minut

- NS s random ports odolavaju dlhsie
- Ale nie o vela

e Predosle sposoby sa snazili podvrhnut zaznam
v Answer sekKci

- DK pouzil glue zaznamy v Additional sekcii



Kaminského utok

E

.+ Nestihol tto&nik

-I(;leeDr;/:5O5§f.vaw.banka.cz A } UhédnUt, TXID/pOrt prl
mene
[ Answer: 0 } 001.www.banka.cz?
- Nevadi
[Q;’I“ﬂ;ankacz NS } o Skusi hned na
www.banka.cz 002.www.banka.cz

Additional: 1 o
www.banka.cz A 1.2.34
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http://www.banka.cz/
http://www.banka.cz/
http://www.banka.cz/
http://www.banka.cz/

Kaminského utok

o 100Mbit linka, plne patchovany BIND

o 2 klienti
- Implementacia E. Polyakov

 Uspech po 101 hodinach

root@kvm: /home/kvm/src_64bit# ./attack client -a 172.20.20.22 -q www.google.com -n ns-poisoned.google.com -0 1.2.3.4 -A 216.239.32.10 -s 172.20.20.22:1025:45000-64000

Using attack query: 1828550-e239-19450.google.com .
attack server: dport: 45000 [45000-64000], id: 1107, packets: 4359, t: 0.8 sec, speed: 153146.2 pps.

id: e239: flags: resp: 1, opcode: @, auth: @, trunc: @, RD: 1, RA: 1, rcode: 8.
: gquestion: 1, answer: 1, auth: 4, addon: ©.
: question: name: '1028558-e239-19450.google.com.’, type: 1, class: 1.
: name: '1028550-e239-19450.google.com.', type: 1, class: 1, ttl: 123456, rdlen: 4, rdata: 1.2.3.4
Successfully poisoned 172.20.20.22:53 DNS server
www.google.com IN NS ns-poisoned.google.com
ns-poisoned.google.com IN A 1.2.3.4

e V realnom svete — Banco Bradesco 4/09,
podvrhnuty zaznam v cache NS providera NET

Virtua "



DNSSEC
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DNSSEC

e Integrita DNS dat
o Autenticita DNS dat

 Validujuci resolver je schopny skontrolovat
dorucene data

 Klienti vyuzivajuci VR dostanu overene,
,Spravne” data

o Ak boli DNS data podvrhnute, klient dostava
SERVFAIL

- Podvrhnuta doména ,neexistuje”
13



DNSSEC - nové RR

« DNSKEY

e RRSIG

e DS

« NSEC / NSEC3

14



DNSKEY

1 11111111 2 2 2
01234567890 2 3456789 2 3 5
bttt —F—F—F -+ —+

1 2 2 2 2 2 2 2 33
1 01 4 6 78 9 0 1

| Flags | Protocol | Algorithm |
s e e e e e e e e i e H e e S e S e e e e A A M st &
/ /
/ Public Key /
/ /

e et e e e e s s et et

nic.cz. 3600 IN DNSKEY 256 3 5 (
BQEAAAABUG7/xcErl91ynaRONOLKkCPYE2HKJGIVRR+QG
gJIgR2uxPuCrWzWOKOOJTgx+LGuaWM7N9VadpYF91Ckk
MONZItL29IRbsRUVQSINT|ZLZEXQMoV1qUKOOoxTt8NSP
TGmg5flabbhzgi290HNn1wOxByow+BM4WsOeaFBg+NX6G
2bk=
) ; key id = 58367
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DNSKEY

o Logicky delené na
- Zone signing key (ZSK)
- Podpisuje vsetky RRSety v z6ne
- Key signing key (Key signing key)
- Podpisuje len DNSKEY RRset

- Sluzi ako tzv. Secure Entry Point (SEP) pri budovani
retaze dovery

16



RRSIG

01 2 3 45 6 7 8
t—t—F—t—t—F—F—F—t—F—F—t—F—F—F—F—F—F—t—F—F—F—F—F—F -t —F—F—F—+—F—+—+
Labels

1
9 0

Type Covered

tot -ttt —+—+

|
+—+

+-+

+—+

+—+

Nnic.cz.

+

+

_|_

+

+

_|_

+

+

_|_

+—t-

+

_|_

_|_

+

_|_

_|_

+

+

_|_

+

+

_|_

+

+

_|_

+

+

_|_

1
1

11
2 3

11111122
4 5678901

2
2

2
3

2
4

2
5

2 2 2 2 33
678 9 0 1

s R At st At S S T

O

riginal TTL

—t—t =ttt =ttt —+-
Signature Expiration
—t—t =ttt —F—+-

_|_

_|_

_|_

-ttt —F—F—+—+-

—+—+—+

-ttt —F—+—+—+-
Signature

—t—t—t—t—t—t—+—+-

+

+

_|_

+

+

_|_

+

+

_|_

+

+

_|_

1800 IN RRSIG SOA 52 1800 20091104190303 (

+

+

_|_

fBbh90o6x09tHUVOEZzaH7rfmGrAx8el6aCsAUF JwigF|l

RDJ7ezqsSuziOfBSMA+015PfkvNUUmMs7TQgONgakQS8z

VINhavkwbEJJ/fYNVIXJTQKZAIVWBTA9/uCeZZY=)

LIDKOb0obMg90ddPXi/j5uPtyH8ujOvTEXITYnrEK123

t—t—t—t—t—+

+

+

_|_

+—t—t—

+

_|_

+

_|_

_|_

_|_

+

_|_

_|_

|
—+

|
—+

|
—+
/
/
/
—+
/
/
/

—+
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DS

111 1111111222222
0123456789012 345678901234°%5
e R s e S e e e st A S e s

2 2 2 2 3 3
678 901

| Key Tag | Algorithm | |
F—t—t—F—F—t—F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+—+
/ /
/ Digest /
/ /

ottt =ttt -ttt -ttt —F—F -ttt —t—F—F—F—F—t—F—F—+—F—+

nic.cz. 18000 IN DS 279795 1 (
FF11E740A0254EC63C738A47E52ABF3AD91D8CA43 )
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NSEC

111111111122 22222227233
0123456789012 345678901234506789°01
e R s e et e e s s st e

/ Next Domain Name /
T A R
/ Type Bit Maps /

et e e et s s e 2

nic.cz. 7200 IN NSEC jabber. tcp.nic.cz. ANS SOA MX AAAA RRSIG
NSEC DNSKEY

o Autenticke popretie existencie
e Zone walking problem!

- Vela administratorov odmieta nasadit DNSSEC
kvOli zone-walking-u 9



NSEC3

1111111111 2 2 2
0123456789 012345%6 7289 2 3 5
e S s s L s S L e s
| Hash Alg. | Flags | Iterations
e e A s st s S e
| Salt Length | /
+—+—F—t—F—t—F—Ft—F—F—t+—F—t+—F—t—F—t—F—F—F—F—t—F—F—F—F—F—F—+—F+—+—F+—+
| Hash Length | Next Hashed Owner Name /
+—+—F—t—F—t—F—F—F—F—t—F—F—F—F—F—t—F—F—tF—F—t—F—F—F—F—F -+ —F—+—F+—+
/ Type Bit Maps /
+—+—F+—t—F—t—F—F—F—F—t+—F—F—F—F—F—t—F—F—F—F—t—F—F—F—F—F -+ —F—+—F+—+

2 2 2 2 2 2 2 33
01 4 6 78 9 0 1

ITC22N1PN09410M1Q0382RMO01POMU9HF.gov. 86400 IN NSEC3 1 0 10
ITRFNQIG2NLRZ2HVOMHNTTS3ELA9K4FGP NS SOA RRSIG DNSKEY NSEC3PARAM

« Nemozny zone walking

« NSEC3 navyse dava moznost vynechat v
retazi nepodpisané delegacie



NSEC3

o ZlozitejSie pre nameserver aj pre resolver pri
overovani

- Mena su hashovaneé, iterativhe so solou

- Klientovi sa posiela hash ,najdlhsieho predka” (v
zmysle stromovej hierarchickej struktury) a dékaz,
Ze neexistuje presnejsia zhoda z pozadovanym
menom

- Klient sa dozvie len najdlhsie meno predka

21



NSEC3 vs. NSEC

QUERY

;7 Question
a.c.x.w.example.

IN A

NSEC3

ZONE

H(
H(
H(
H(
H(
H(
H(
H(
H(
H(
H(

example)
a.example)
ai.example)
nsl.example)
ns2.example)
w.example)
*.w.example)
X.w.example)
y.w.example)
X.y.w.example)
xx.example)

Op9mhavegvmbet7vbl5lop2u3t2rp3tom
35mthgpgculgg68fabl6eS5klnsnk3dpvl
gjeqeb526plbflg8mklp59%9enfd789njgi
2tTb4gdvsabsmid7k6lmv5Sbvlaz2bojr
g04jkcevgvmu85r014c7dkba3800ji5r
k8udemvplj2fieg6jebpsl7vp3n8i58h
r53bg7cc2uvmubfubocmmbpers9tkOen
b4um86eghhds6neal 96smvmlod4ors995
jibneocaepv8b5o6kidev33abha8ht9fgc
2vptubtimamgttgl4luu9kg2lelaor3s
t644ebgk9bibcna874givr6ejoj62mlhv

NSEC

;7 H(c.x.w.example) = 0Ovabbpr2oulvkOlbgeeljri88laipsfth

Op9mhavegvmbt/vbl5Slop2u3t2rp3tom.example. NSEC3 1 1 12 aabbccdd (
2tT7b4gdvsabsmid7k6lmvSbvliaz22bojr MX DNSKEY NS
SOA NSEC3PARAM RRSIG )

;7 H(x.w.example) = bd4um86eghhdsébneal96smvmlodors995
bdum86eghhdséneal96smvmlo4ors995.example. NSEC3 1 1 12 aabbccdd (
gjeqgeb26plbflg8mklp59enfd789njgi MX RRSIG )

;; H(*.x.w.example) = 92pgneegtaue7pjatc313gnk738c6vbm
3bmthgpgculgg68fablebklnsnk3dpvl.example. NSEC3 1 1 12 aabbccdd (
b4um86eghhds6neal 96smvmlo4ors995 NS DS RRSIG )

x.w.example.

NSEC y.w.example.com (

MX NSEC RRSIG )

Najdlhsi predok: x.w.example — zhoda zaznamu 2

BlizSia zhoda (c.x.w.example) neexistuje — pokryva zaznam 1
Wildcard (*.x.w.example) neexistuje — pokryva zaznam 3
Klient sa dozvie: v zOne existuje meno x.w.example

22




DNSSEC pre administratora

23



DNSSEC pre administratora

« DNS . DNSSEC

ey ., - Vytvorit zénovy subor
- Vytvorit zonovy subor s
- Vygenerovat kfuce

- Nakonfigurovat' NS, _ Podpisat zénu
aby posk’ytoval Z0Nnu Z - Nakonfigurovat NS aby
tohoto suboru reagoval na DO bit a
i poskytoval zonu z tohoto
- V pripade zmeny stboru
ZONového suboru - Predat nadradenej zone
reload DNSKEY/DS

-V pripade zmeny v zéne znova
podpisat a reload

- Po vyprsani platnosti podpisu

aat
znova podpisa o

- Pravidelne obmienat’ kfuce



Zverejnenie klfucov

e DOlezité pre vybudovanie retaze dovery

e Predat nadradenej zone, ak podporuje
DNSSEC

- V CR podporuje DNSSEC 3-8 registratorov
» Specialny do&asny register — DLV

- Pre operatorov TLD existuje samostatny register-
ITAR

25



Ret’az dovery

 Retazec overenych DS a DNSKEY zaznamov
e ZacCina v pevnom bode doévery (trust anchor)
o Konci pri klucli, ktory podpisal overovany RRset

26



Ret'az dovery

z

korenova doména

o DS (KSK)
| DNSKEY:ZSK | —-—"" =/ RRSIG (DS)
KSK mé klient podpis - RRSIG (DNSKEY)
onde hash
tome DS (KSK) d
omena cz i
RRSIG (DS) == DNSKEY: ZSK |
RRSIG (DNSKEY) |=—PodPis DNSKEY: KSK
hash
www
doména onde.cz o A:10.9.8.7
| onskevzsk PRl Resie ()
DNSKEY: KSK Podpis ™ pReIG (DNSKEY)

27



Vytvorenie ret'aze dovery

e Pri delegacii sa odosielaju okrem NS aj DS
zaznamy

« \VV potomkovi resolver skontroluje KSK DNSKEY

- V ramci overovania bud’ dalsej delegacie alebo dat

 Retaz dovery sa zacCina stavat v pevhom bode
dovery
- Nakonfigurovany v resolveri

- Ak sa resolver dostane do podpisanej zony
nebezpecnou delegaciou, skusi DLV

28



DLV a ITAR

« Nadradena zona nepodporuje DNSSEC

e Zverejnim svoj KSK v DLV (Domain Lookaside
Validation)

- Doména dlv.isc.org, zaznamy odpovedaju menam
zon
- nic.cz.dlv.isc.org
o TLD sa zverejnuju v ITAR (do podpisania root
zony)
- ITAR je offline, je potrebne sledovat zmeny

29



Vymena kfucov

o Neexistuje revocation list
» Zivotnost klu&a neobmedzend
o Doporucuje sa menit
- Frekencia vymen podrla diZzky kluéa....
 Na vymenu opatrne!

- Aktualne kluCe a podpisy su nacachovane po svete

- Ak zrazu prestane existovat kluc, validujuce
resolvery nebudu schopneé validovat

30



Vymena kfucov

e 2 rO0zne postupy

- Predpublikovanie (pre-publish)
- Obvykle na vymenu ZSK

- Dvojity podpis (double signature)
- Obvykle na vymenu KSK

31



Pre - publish

e Novy klUC sa zverejni v zone, nepouziva sa k
podpisovaniu

e Po rozsireni po DNS strome sa zona
prepodpise novym klfucom, stary v nej ostane

yr v

e Po Case sa odstrani stary kluc

32



Pre - publish

initial new DNSKEY new RRSIGs DNSKEY removal
SOA1 SOA?2 SOA3

RRSIG10 (SOAQ) RRSIG10 (SOA1)

DNSKEY1 DNSKEY1 DNSKEY1 DNSKEY1

DNSKEY10 DNSKEY10 DNSKEY10 DNSKEY11
DNSKEY11 DNSKEY11

RRSIG1 (DNSKEY) RRSIG1 (DNSKEY) RRSIG1 (DNSKEY) RRSIG1 (DNSKEY)
RRSIG10 (DNSKEY) RRSIG10 (DNSKEY)

DNSKEY TTL MAX ZONE TTL

1 —KSK
10 - stary ZSK
11 -

33



Dvojity podpis
e Do zOny sa prida novy klucC a su vytvorené
podpisy starym aj novym klfucom

o Po uplynuti doby sa stary kluc odstrani a
ostanu len podpisy novym klfuCom

 Vymena KSK — nie je nutne mat 2 podpisy pre
vsetky RRSety, len pre DNSKEY RRset

34



Dvojity podpis — vymena KSK

initial new DNSKEY DS change DNSKEY removal
Parent:
SORD  mm—mmm—— > SOAL  m—mm———- >
RRSIGpar (SOAQ) —-—-—-———-—-- > RRSIGpar (SOAl) -—-——-——————- >
pDs1 ——————— >  Ds2  mm—mee >
RRSIGpar (DS)  —==—=—-- > RRSIGpar (DS)  —-———-——-- >
Child:
sonar,. @ ———————- > SOAZ
RRSIG10 (SOAQ) RRSIG10 (SOAl) W =—==——=—-—- > RRSIG10 (SOAZ2)
———————— >
DNSKEY1 DNSKEY1 ~  ———————- > DNSKEY?2
DNSKEY2 ~  ———————- >
DNSKEY10 DNSKEY10 = ———————- > DNSKEY10
RRSIG1 (DNSKEY) RRSIGI1 (DNSKEY) —-——-—————- >
———————— >
RRSIGI10 (DNSKEY) RRSIGI10 (DNSKEY) —-——-—-———-—- > RRSIG10 (DNSKEY)
- > - >
) MAX ZONE TTL DS TTL
1 —stary KSK
10 —ZSK

2 —



DNSEC - udrzba zony

o ,Rucne” priliS namahave
e Podpisovanie — existuje niekolko nastrojov
e Sledovanie zmien pevnych bodov dovery

- Trustman / dnssec-tools.org
o Automatizovaneé vymeny klucov

- Roller / dnssec-tools.org

36



DNSSEC pre bezného uzivatela
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DNSSEC pre bezného uzivatela

o Ak funguje, tak to uzivatel nepozna...

e .... SpOzna to, az to fungovat prestane
- SERVFAIL ak zlyha validacia
o Zatial malo aplikacii, ktoré vyuzivaju DNSSEC
- Existuje niekolko patchov od dnssec-tools.org
- Firefox, Thunderbird, ssh, postfix, sendmail, wget....
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DNSSEC pre bezného uzivatela

« DNSSEC Firefox plugin

- Alfa
- 3.0, 3.5

- http://labs.nic.cz/page/691/dnssec-doplnek-pro-firefox/

File Edit View History Bookmarks Tools Help

CZ.NIC - O DNSSEC - Mozilla Firefox

< v @& @ &4 o— http:ﬂwww.dnssec.

c% CZ.NIC - O DNSSEC i | o




Validujuce resolvery

o U providerov minimalne
o Sputit’ si vlastny validujuci resolver

- Domace zariadenie
- Moznost otestovat
- http://www.dnssec-tester.cz/

e Pouzit' validujuce resolvery tretich stran

- DNS OARC
- 3 kusy, 149.20.64.20-22
- CZNIC
- 1 kus, doCasne na 217.31.57.6 40


http://www.dnssec-tester.cz/

DNSSEC v ,cz.“a ,.”
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DNSEC v CR

Mésic Domén v zoné Zabezpeceno DNSSEC
2008-09 471748 19
2008-10 483288 245
2008-11 491900 349
2008-12 501355 432
2009-01 513132 510
2009-02 524992 576
2009-03 537567 686
2009-04 550328 791
2009-05 560070 841
2009-06 570297 895
2009-07 579294 969
2009-08 589083 1198
2009-09 599300 1272
2009-10 604535 1321
1400
® ¢
1200 ®
1000 ®
®
800 ¢ ¢
¢
600 ®
®
400 . ¢
200 @
0@

2008-092008-102008-11 2008-12 2009-01 2009-02 2009-03 2009-04 2008-05 2009-06 2009-07 2009-08 2009-09 2009-10



DNSSEC v CR

o Oficialne 3 registratori
e NajznamejSie nedavno podpisané zony
- 1hned.cz a poddomeny
- Exekutorska komora CR a ich portaldrazeb.cz

e HypotecCni banka

43



DNSSEC vo svete

e Podpisanych niekolko TLD domeén
- .cz, .br, .bg, .th, .pr, .se, .ch, .li, .na, .nu
- .gov, .org, (.museum)

« Nedavno spustila testovaci rezim Kanada (.ca)
- NSEC3, na samostatnych NS

o Root zona zatial nepodpisana

e Ale....
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DNSSEC - root zone

e Cca v polovici 2009 ICANN oznamil, ze root
bude podpisany do konca roka

e 10/2009 na konferencii RIPE 59 v Lisabone bol
predvedeny konkrétny plan
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DNSSEC - root zone

o Zacne podpisovat 1.12.2009, len interne,
testovanie procesov

e 1.1.2010-1.7.2010 — podpisana zona dostupna
verejne, ale kluC nezverejneny

- Resp. zverejneny vo forme:
. 3600 IN DNSKEY 256 3 5 (

AWEAAa+++++++++++++++++++++H+HH
++THIS/KEY/AN/INVALID/KEY/AND/SHOULD
INOT/BE/USED/CONTACT/ROOTSIGN/AT/ICA
NN/DOT/ORG/FOR/MORE/INFORMATION+++++

); Key ID = 6477
46



DNSSEC - root zone

» ,Podpisana” zona sa zacne distribuovat najprv
na L.root-servers.net,, postupne az k A

- Aje najviac zatazeny, pravdepodobne kvoli chybnej
Implementacii DNS v niektorych klientoch

o Tento proces skoncCi 7/2010

- Root sa podpise validnymi klucmi, ktore sa
zverejnia
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DNSSEC - root zone

o |ICANN/IANA — bude drzat KSK kluce a prijmat
zmeny v DS zaznamoch

e DoC NTIA — bude schvalovat zmeny v DS
zaznamoch a zmeny v klucoch root zony

« \VeriSign — bude spravovat ZSK a podpisovat
root zonu
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DNSSEC - root zone

DNS records sent from Verified data  Authorized data Root Zone
TLD operator 1o ICANN sant to DoC senl 1o VenSign distributed o
root Servers
ICANN VeriSign ‘
LD ‘ Root '
Operator Lt RZM DoC Unsigned root —# Signer —®| Signed root ‘

KSK published __| KSK
by ICANN Management

i
— Keyset is signed by KSK and sent back from ICANN 10 VeriSign -—----

i

=== ZSK sont from VeriSign to ICANN

x ZSK
Management

e« KSK —2048b, RSA/SHA-256

- Vymena 2-5 rokov

e« /ZSK —1024b, RSA/SHA-256, NSEC

- 4 vymeny rocne
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Dakujem za pozornost’

Mate] Dioszeqi
CZ NIC
matej.dioszegi@nic.cz

WWW.NIC.CZ
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